
How is CYDEF different?
What really sets us apart is our 
approach to identifying attacks. Our 
competitors look exclusively for 
threats based on known patterns, 
much the same as anti-malware 
solutions do. 

Our technology analyzes the activities 
on your endpoints and validates if it is 
what we would expect to see in a 
normal business environment. If not, 
our security team investigates. 

This combination of machine learning 
and human intervention results in near 
zero false positives. 

Technical information 
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What data is transmitted to outside from the 
client’s system?
Activity data is securely transmitted to CYDEF 
servers. Personal client data is not collected, 
collection activity is restricted to event log files and 
meta data (e.g. file name, command line, event id). 
All collected data is encrypted in transit (TLS1.2) 
and at rest (AES-256 with key rotation).

What types of malware does the tool detect? 
Our solution can detect malware that evades 
firewalls and anti-virus, such as zero-day attacks, 
policy violations, crypto mining, ransomware, and 
espionage, for example.

How does the solution isolate and quarantine? 
Provided we received prior authorization from our 
customers, CYDEF operations can remotely 
connect to the endpoints via a secure channel to 
its agent. CYDEF can isolate a computer 
completely from the network, isolate the 
computer from all network access except its 
connection to CYDEF, or completely shut-down the 
endpoint.

What is the frequency of reports? 
Customer portal access is provided so reports can 
be accessed in real time 24/7.

What is the scalability of the solution?
Over the course of six months, we worked with 
Canada’s Centre of Excellence in Next Generation 
Networks (CENGN) to prove that our architecture 
scales successfully beyond 100,000 devices. With 
this knowledge, we have developed a clear path to 
scale into the millions of devices.

What is the frequency of data transfer?
It is a continuous process. The solution is 
intelligent enough to know if the connection is 
broken and identify the last timepoint of data 
transfer. When the connection is re-established, it 
will know when the last transmission occurred and 
will provide all the data from that point onwards.

How much bandwidth is required?
All data processing is done in the cloud, so the 
impact on your system is virtually imperceptible.

https://cydef.ca/
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What is the escalation process for incidents?
You can opt to receive text, phone, or email 
notifications. If you need to reach us for any 
reason, our ticketing system is the most efficient 
method.

Minimum technical specifications
• Windows and Mac: servers, desktops, VMs with 

Linux support arriving in 2022
• Windows 11, 10, Vista, 8, 7 Service Pack One. 

Windows Server 2019, 2016, 2012 R2 & 2008 R2
• Overall system resources of 2GB RAM with 1GB 

in disk space and Internet access. 
• Bandwidth consumption is negligible.
• Internet access with ports 443, 5671 and 5672 

open between the agent and the Internet. 
Windows 7 requires port 1883 to Microsoft

• .NET Framework v4.6.1, Sysmon v10.42, VMF 
(Powershell) v5.1, TLS v1.2.

How is the cloud system secured?
All telemetry data is encrypted in transit and at 
rest in the cloud. Each client has its own secure 
container within our storage account. 

CYDEF uses best practices for its Azure Cloud 
configuration and the system is 3rd party security-
verified via annual penetration testing.

Is it actually a 24/7 service? 
All our service plans work as a second level 
monitoring behind your prevention tools such as 
firewalls and anti-malware. Additionally, our 
Foundations and Premium plans include a 
managed anti-malware component should you 
wish to deploy it. The prevention layer works 
around the clock to block and prevent all known 
threats.

Currently, our managed service provides 8x5 
monitoring which is sufficient to detect and 
mitigate the most sophisticated threats that 
typically deploy their payloads days, weeks or 
even months after initial breach. 

CYDEF will be offering a full 24x7 monitoring 
service as an extra option later this year. Stay 
tuned for details.

Phone: +1 613 701 2854  
Email: info@cydef.ca
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